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OBJECTIVE:

Open source hardware and software offer new opportunities for creating high assurance computing. Currently,
seL 4 microkernel uses blocks of assembly language instructions for security primitives. Hardware primitives and
software instructions can be added to the extensible RISC-V architecture to support seL 4 and other high
assurance microkernels. Offer shall proposed a FPGA softcore RISC-V architecture to support and simplify the sel 4
high assurance microkernel.

ITAR:

The technology within this topic is restricted under the International Traffic in Arms Regulation (ITAR), 22 CFR
Parts 120-130, which controls the export and import of defense-related material and services, including export of
sensitive technical data, or the Export Administration Regulation (EAR), 15 CFR Parts 730-774, which controls dual
use items. Offerors must disclose any proposed use of foreign nationals (FNs), their country(ies) of origin, the type
of visa or work permit possessed, and the statement of work (SOW) tasks intended for accomplishment by the
FN(s) in accordance with section 3.5 of the Announcement. Offerors are advised foreign nationals proposed to
perform on this topic may be restricted due to the technical data under US Export Control Laws.

DESCRIPTION:

Current generation aviation systems were not developed with strong computer security requirements. Past cyber
threats, [1]-[2], Spectre [3], Meltdown [4], current cyber treats, and future cyber treats need to be countered.
Embedded system designs are typically based on commodity hardware optimized exclusively for speed - leading
to critical cyber vulnerabilities that can have devastating effects on safety and mission effectiveness. This has also
led to the unsustainable “Perimeter, Patch, Pray” Information Assurance strategy [5] that is simply impractical for
fielded aviation and missile systems.

De Clercq and Verbauwhede [6] have recommended more hardware based security over software. Hardware
based operating systems concepts began in the 1970’s [7]-[9]. The Intel iAPX 432 [10] pioneered protected objects
in 1983. Nakano [11] developed the first practical hardware based operating system in 1995. Renesas released a
commercial microcontroller [12] with a simple hardware based operating system in 2014. The RISC-V family of
instruction set architectures was published open source in 2010 [13]. RISC-V was designed to be extendable. The
high assurance microkernel, sel 4, was developed in 2009 [14]-[15].

We are interested in hardware/software co-design based on open source RISC-V and seL4 microkernel. The seL4
microkernel has blocks of assembly code that are not as rigorously proven as the C code for seL4. By extending
RISC-V using hardware based operating system principles, a more streamlined and secure version of seL4 is
possible. The offeror is asked to develop a RISC-V and seL4 high assurance FPGA softcore processor.

PHASE I:

For the Phase | proposal, research team shall describe the feasibility (1)-(6) of developing a RISC-V softcore
processor with hardware security primitives to simplify, and create a more secure seL4 microcontroller.




(
(

1) describe multidiscipline research team

2) advantages of developing a seL4 microkernel with fewer blocks of assembly code

(3) advantages seL4 microkernel with fewer blocks of assembly code for formal proof of correctness

(4) describe the design features of RISC-V that allow for implementing hardware security primitives to support high
assurance microkernel’s like seL4.

(5) describe how (2)-(4) can simplify machine proof-of-correctness.

(6) propose a Future of Vertical Lift application for RISC-V/seL4 co-design for “Open Source, High Assurance
Hardware and Software Co-Design.”

For the phase | effort, the offeror shall demonstrate the feasibility and performance benefits of RISC-V/selL4 co-
design for “Open Source, High Assurance Hardware and Software Co-Design.” Offeror shall develop models,
simulations, prototypes, etc. to determine technical feasibility (1)-(6) of RISC-V/seL4 co-design for “Open Source,
High Assurance Hardware and Software Co-Design.”

PHASE II:

Research team shall develop a RISC-V/seL4 co-design for “Open Source, High Assurance Hardware and Software
Co-Design” for Future of Vertical Lift application. Research team shall deliver a year 1 report and a year 2 report
describing system architecture and test results. Offeror shall deliver to the government point of contact for test
and evaluation: 2 prototype RISC-V/seL4 co-design for “Open Source, High Assurance Hardware and Software Co-
Design” systems including all codes, software, etc. and licenses for all development tools to build and use the
system. Research team shall provide 3 days of on-site training for the system.

PHASE 11l DUAL USE APPLICATIONS:

Offer shall commercialize RISC-V/selL4 co-design for “Open Source, High Assurance Hardware and Software Co-
Design” for both government and commercial application spaces. Offeror will develop and market high assurance
system based on phase Il development work and marketing plans from phase | and II. Offeror will integrate high
as?urance system into an Army Aviation or Missile subsystem currently under development or via technology
refresh.
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